CSfC Selectionsfor VPN Gateways

VPN Gaeway produd-lines used in GfC solutions shall be Vadaed by NIAP/CCEVS or
CCRA partnering schemes as omplying with the airrent requirements of NIAP's Rotection
Profile for Network Devices (NDPP), theNDPPEP VPN Gateway (VPN GW EP), aad this
validaed @mpliance shall includethe séectablerequirements ontaired in this daument.

CSfC sdectionsfor NDPP evaluations:

FAU_STG_EXT.1.1: The TSFshall be hle to [transmi the generated aidit daa to an extemd
IT entity] usng a trustedchannd implementingthe [IPsec] protoml.

FCS_CKM.1.1: Refinement: TheT SFshall gerrate asymmetric cryptographic keys usd for
key establshmentm accordane with NIST Speial Publication 80056A, 'Recomnendation for
Pair-Wise Key Estabishment Schenes Using Discrete Logaithm Cryptography for elliptic
curve-basd key estabishment schenes andimplerenting *NIST arves" P-256, R384 and
[selection: P-521, no otler curves] (as ddined in FIPS PUWB 1863, "Digital Sgnature
Standard")

FCS COP.1.1(1): Refinement: TheT SFshall peform [encryption and deryption] in
acordance with a speified cryptographic dgorithm [AES opeating in[CBC, GCM]
[assgnment.oneor mote modes, no other mods]) and ayptographic key sizes 128bits and
256-bits that neds the following:
e FIPSPUB 197,"Advanced Enayption Sandad (AES)"
e NIST SP800-38A, NIST SP 800-380, [sdection :,NIST SP800-388, NST SP 800-38C,
NIST SP800-38E, no dher standads]

FCS COP.1.1(2): Refinement: TheT SFshall peform cryptographic signature sewices in
acordance with (3) Elliptic Curve Digital Sgnatue Algorithm ECDSA} with a ley siz of 256
bits or greater that meés thefollowing:
e (Case Elliptic Curve Digital Sgnature Algorithm
e FIPSPUB 186-3, "Digital Signature Standad"
e TheTSFshall mplement 'NIST curves' P-256, R384 and [sdection: R521, no other
curves] (as ddined in HPS PUB 186-3, "Digital Signaure Standad" ).

FCS COP.1.1(3): Refinement: TheT SFshall peform [cryptographic hasing srvices} in
acordance with a speified cryptographic dgorithm [SHA-256, 3HA-384]and messge digest
sizes [256, 384 bitsthatmed thefollowing: FIPS Pub 1803, "Secure Hash Standad."

FCS RBG_EXT.1.2: Theddgeministic RBG shdll bese@ed with a minmum of [256 bits] of
entropy at least equl to the gedest bit searity strength of the leys and hahes thait will
generate.

FTP _ITC.1.1: Refinement: TheTSFshall uselPseg to provideatrusted omnmunicdion
channd between itsdf and authorized IT entities suppoting the bllowing capabilities: aidit
saver, [sdedion: autheticaion sever, assgnment: [othercapabilities] that is logcally distinct



from ohe communicaion channds and povides assure identification ofits endpoints and
protedion ofthe channd daa from disclosurand detedion of modiication of thechannel data

FTP TRP.1.1: Refinement: The TSFshall use I[Psec] provde atrusted ommunicaion pdh
between itsdf and reanote administrators that idogicall y disinct from otheé communication
pahs and povides asued identification ofits erd points andprotection ofthe @mnunicaed
daa from disclosurend detedion of modffication of thecommunicaed dita.

FCS IPSEC_EXT.1.1: The TSFshall mplement thelPsec protool ESP as defned by RFC
4303 usng the ayptogrghic dgorithms AESCBC-128, AES-CBC-256 (poth spedfied by RFC
3602}, [AES-GCM-128, AESGCM-256 & spedied in RFC 4106] and ushg [sdedion, dhoose
a least one of IKEV1 & ddfined in RFCs 2407, 208, 2409, RC 4109, ad [sdection: no oher
RFCs for hash furctions, RFC 4868 br hash furctions);IKEv2 as defned in RFCs 5996 (vith
mandaory support br NAT traversal as speified in sedion 2.23) 4307, ad [sdedion: no ohe
RFCs for hash furctions, RFC 4868 br hashfunctions]].

FCS_IPSEC_EXT.1.5: The TSFshall ensug tha all IKE protools implement DHGroups 14
(2048bit MODP), and 19 (256-bit RandomECP}, 20 {384bit RandonmECP) [assighment:
other DH groups thatare inplenented bythe TOE, ro other DHgroupyg.

FCS_IPSEC_EXT.1.6: The TSFshall ensuz tha all IKE protools implement e
Authentication usng the[ECDSA}agorithm.



CSfC sdedions forVPN GWEP evéuations

FCS_COP1.1(2 Rdinement: TheTSFshall peform cryptographic sgnature sewices in
acordance with:

« Elliptic Curve Digital Sgnature Agorithm ECDSA) with a ley siz of 256 bits or greater] that
meets FIPSPUB 186-3, " Digital Signature Standad" with " NIST curves' P-256, R384 and
[sdection: R521, no otkr curves) (@s defned inFIPSPUB 186-3, " Digital Signaure
Standad")].

FCS_CKM.1.2 Refinement: The TSFshall geneate asymmetric cryptographic keys usedfor
IKE peer authenti@tion in acordance with:

» FIPS PUB 186-3, " Digital Signaure Standad (DSS", Appendix 8.4 for ECDSA schemes ad
implementing "NIST curves" P-256, R384 and [selection: R521, no othecurves];

FCS IPEC_EXT.1.11The TSFshall ensw tha all IKE protools implement DHGroups 14
(2048bit MODP), 19(256-bit Random E@), 20(384-bit Random EQ), and [assgnment: oher
DH growyps ha are implemented ly the TOE, no dher DH groups]

FCS IPEC _EXT.l.12 The TSFshall ensugthatall IKE protocols peform pee authenti@tion
usinga[ECDSA that ug X.509v3 ertificates trat conform to RFC 4945and [sdedion: Re-
shaed Keys, no oher method].



